(19) 



J 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



(11) 



EP 1 241 902 A2 



(12) 



EUROPEAN PATENT APPLICATION 



(43) 


Date of publication: 


(51) IntCI 7: H04Q 7/22 




18.09.2002 Bulletin 2002/38 


(21) 


Application number: 02075519.5 




(22) 


Date of filing: 08.02.2002 




(84) 


Designated Contracting States: 


• Wolfman, Shlomo 




AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 


45 257 Hod Hasharon (IL) 




MCNLPTSETR 


• Sofer, Carmel 




Designated Extension States: 


90 820 Motza Elite (IL) 




AL LT LV MK RO SI 


• Biran, Ory 






36 023 Kiryat Tivon (IL) 


(30) 


Priority: 08.02.2001 US 267187 P 








(74) Representative: Waxweiler, Jean et al 


(71) 


Applicant: Star Home GmbH 


Dennemeyer & Associates Sari 




8008 Zurich (CH) 


P.O. Box 1502 






1015 Luxembourg (LU) 


(72) 


Inventors: 




• 


Raviv, Li-On 






49 727 Petath-Tikva (IL) 





(54) A method and apparatus lor supporting cellular data communication to roaming mobile 
telephony devices 



(57) A cellular data communication interfacing ap- 
paratus, for association with a mobile network and for 
supporting cellular data communication to roaming mo- 
bile telephony devices, comprises a data request ana- 
lyzer, a service network selector, and an interfacing en- 
gine. Each of the roaming telephony devices is associ- 
ated with a respective home network and a service pro- 
file specifying service networks providing data services 



to the device. The data request analyzer analyzes data 
requests from the roaming mobile. The service network 
selector uses the request analyses together with the de- 
vice service profiles to select a corresponding service 
network. The interfacing engine introduces the devices 
to the service networks, directs the data requests to the 
service networks, and directs the corresponding data re- 
sponses from the service networks to the requesting 
roaming mobile devices. 
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Description 



Title of the Invention 



(continued) 



[0001 ] A method and apparatus for supporting cellular 
data communication to roaming mobiletelephony devic- 



es 



Field of the Invention 

[0002] The present invention relates to roaming cel- 
lular data communication and more particularly but not 
exclusively to wireless application protocol (WAP) data 
communication. 

Background of the Invention 

[0003] Two of the most dynamic and fastest growing 
technologies in recent years are wireless communica- 
tions and the Internet. Wireless access to the Internet is 
currently available from mobile telephones and from lap- 
top computers, and is being developed for other mobile 
devices such as personal digital assistants (PDAs). The 
WAP (and i-mode technology) is a leading contender to 
provide wireless access to data networks. However 
there are currently numerous limitations to WAP data 
access. 

[0004] Figure 1 illustrates the difference between typ- 
ical WAP architecture and the client server model. Un- 
der the client server web architecture model, the client 
110 and web server 112 are linked directly by the net- 
work. Under typical WAP architecture, a WAP gateway 
1 22 located between the access server 1 24 and the net- 
work server 1 26 functions as a proxy gateway. The WAP 
gateway 122 implements the WAP conversion function- 
ality, converting non-secure data requests from binary 
wireless session protocol (WSP) to text WSP. Although 
this proxy is physically static, WAP application servers 
1 24 may be located elsewhere, closer to the mobile ter- 
minal. 

[0005] In a roaming scenario further limitations arise. 
Currently WAP roaming is based on a WAP gateway 
proxy at the home network site. Figure 2 shows the typ- 
ical WAP/circuit switched data (CSD) roaming architec- 
ture. The mobile unit, such as a WAP phone 21 0, is lo- 
cated in a visited public mobile network (VPMN). Net- 
work access is provided to the WAP phone 210 by a 
WAP gateway 21 2 physically located in the WAP phone 
210's home public mobile network (HPMN). The WAP 
phone 210 is preconfigured to place a mobile operator 
CSD call accordingto the setup burned into it during pro- 
duction or by the network operator. A typical setup in- 
cludes the following parameters: 



Dial-up Number 
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Password 
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IP Address 
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IP Port 
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Connection type 


Temporary 


Connection Security 


Off 


Inactive/idle timeout 


300 


Response time 


150 


Dial type 


ISDN 


Show images 


Yes 



[0006] The call flow begins with an international data 
telephony connection initiated by a user agent, such as 
a Mobile Switching Center (MSC) 214, to the dial-up 
number. After an optional authentication phase, the user 
receives a dynamically allocated HPMN private Internet 
protocol (IP)address from the Remote Access Server 
(RAS) 216 or from the Remote Authentication Dial-In 
User Service (Radius) server located in the home net- 
work. A Radius server is an authentication and account- 
ing system used by many Internet Service Providers 
(ISPs). Radius is an unofficial standard used by many 
authorization servers to check that users accessing data 
services via ISPs have provided accurate information 
and to authorize device access to ISP systems. 
[0007] Once the session is created, a Radius ac- 
counting packet is sent from the RAS 216 to the WAP 
gateway 212. This packet includes the dynamically al- 
located I P address and the user Mobile Station Interna- 
tional Subscriber Directory Number (MSISDN). The us- 
er is recognized in the system in this phase. At the same 
time, the user agent receives its given IP address back 
at the phone and starts initiating requests. 
[0008] Routing the call through the home network is 
costly to the user, as the roaming data user is obliged 
to pay long distance or international telephony charges 
in addition to any other charges for data services. How- 
ever, in most cases, even that simple yet costly config- 
uration does not work because digital calls are not sup- 
ported internationally, whilst digital calls are the default 
setup for WAP access. Another difficulty may appear 
when MSISDN is required for authentication or billing by 
the RAS 21 6 or WAP gateway 212 while the calling line 
identifier (CLI) is not delivered over international links, 
such as ISUP/SS#7 links. 

[0009] Additional problems arise when the phone is 
configured to dial a short code rather than an interna- 
tional number. Operators commonly use this setup for 
differentiated billing and/or network topology consider- 
ations, for example to ensure that users always access 
the physically closest RAS. 

[0010] Additional drawbacks of the CSD architecture 
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are inefficient access to data service applications, lower 
performance of these applications, and relevancy of the 
provided information. If the content server is local (in the 
VPMN or geographically close to the VPMN), a so- 
called tromboning scenario is created. The session is 
CSD tunneled to the HPMN and, after WAP conversion, 
returns to the VPMN through the Internet. If the applica- 
tion resides on a third domain, such as an international 
public land mobile network (I PLMN), the session is rout- 
ed from the VPMN via the HPMN andthentothelPLMN, 
instead of directly from the VPMN tothe IPLMN. In either 
case, the information provided to the user is not oriented 
to visitors and is not updated according to the visitor's 
current location and needs. In some cases, such as traf- 
fic, weather, and local activities, the information may be 
irrelevant. 

[0011] General Packet Radio Service (GPRS) mobile 
operators, while not suffering from the same routing dif- 
ficulties facing CSD mobile operators, have difficulty 
providing convenient data service access to their sub- 
scribers. Subscribers are routed to a single site, and 
cannot access a wide variety of data services through 
the mobile operator, 

[0012] A need exists for a cellular data communica- 
tion method that will provide roaming users with seam- 
less access to data services throughout the accessible 
data network, and which will provide roaming users with 
relevant information based on both their current location 
and home network. The method should also ensure that 
the data communication is efficiently routed. 

Summary of the Invention 

[001 3] According to a first aspect of the present inven- 
tion there is thus provided an interfacing apparatus, for 
association with a first mobile network and for support- 
ing cellular data communication to roaming mobile te- 
lephony devices, the roaming telephony devices being 
associated with respective home networks and with re- 
spective service profiles specifying service networks 
providing data services to the device, the apparatus 
comprising: a data request analyzer, for analyzing re- 
quests for data services from the roaming mobile devic- 
es, a service network selector associated with the data 
request analyzer, for using the request analyses togeth- 
er with respective service profiles to select a corre- 
sponding service network, and an interfacing engine as- 
sociated with the service network selector, for introduc- 
ing the roaming mobile devices to the identified service 
networks, for directing the data requests to network 
servers of the service networks, and for directing corre- 
sponding data responses from network servers of the 
service networks to the requesting roaming mobile de- 
vices. 

[001 4] Preferably, the data communication comprises 
circuit switched data (CSD) communication. 
[001 5] Preferably, the data communication comprises 
General Packet Radio Service (GPRS) communication. 



[001 6] Preferably, the interfacing apparatus has a link 
to a supporting interfacing apparatus on at least one of 
the service networks. 

[0017] Preferably, the mobile device comprises one 
5 of a group comprising: a mobile telephone, a portable 
computer, and a personal digital assistant (PDA). 
[001 8] Preferably, one of a group of devices compris- 
ing: wireless application protocol (WAP), MHTML, 
CHTML, and SHTML devices. 
10 [0019] Preferably, the mobile device is operable to 
perform CSD communication. 

[0020] Preferably, the data request analyzer compris- 
es: a device identifier, for identifying from at least one 
parameter received with a data request from the mobile 
15 device a respective identity of the mobile device and a 
data service determiner for determining from at least 
one paraireter received with the data request a respec- 
tive data service requested by the mobile device. 
[0021] Preferably, the interfacing engine comprises: 
20 an introducer, for introducing the mobile device to the 
selected service network, and a data communication 
manager, for managing data communication between 
the mobile device and network servers. 
[0022] Preferably, data communication between the 
25 mobile device and a service network which allocates a 
private network address are performed with network ad- 
dress translation, and wherein data communication be- 
tween the mobile device and a service network which 
does not allocate a private network address are per- 
30 formed without network address translation, and where- 
in the interfacing engine further comprises a network ad- 
dress translator comprising: a visited network address 
determiner, for determining a visited network address 
allocated to a mobile device by the first mobile network, 
35 a service network address determiner, for determining 
a service network address allocated to the mobile de- 
vice by the service network, and a readdresser, for re- 
placing an originating network address of a data request 
with the service network address and for replacing a 
40 destination network address of a data response with the 
visited network address. 

[0023] Preferably, the service network selector com- 
prises a service profile locator for using the respective 
identity to locate the respective service profile. 
45 [0024] Preferably, the device identifier is operable to 
identify the device from at least one of the following 
group of parameters: Mobile Station International Sub- 
scriber Directory Number (MSISDN), mobile device 
home page, access point name (APN), and calling line 
so identifier (CLI). 

[0025] Preferably, the service network selector is fur- 
ther operable to select the corresponding service net- 
work according to an identity of the interfacing appara- 
tus. 

55 [0026] Preferably, the service network selector is fur- 
ther operable to select the corresponding service net- 
work according to a current location of the device. 
[0027] Preferably, the service network selector is fur- 
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ther operable to identify a service network authorization 
server. 

[0028] Preferably, the introducer is further operable to 
query the service network authorization server to au- 
thorize the data service request. 
[0029] Preferably, the introducer is further operable to 
perform accounting functions. 

[0030] Preferably, the device identifier further com- 
prises a home network identifier to identify a respective 
home network of the mobile device. 
[0031] Preferably, the home network identifier is op- 
erable to identify the respective home network from at 
least one of the following group of parameters: MSISDN, 
mobile device home page, APN, and CLI. 
[0032] Preferably, the device identifier is further oper- 
able to identify a home authorization server associated 
with the respective home network of the device. 
[0033] Preferably, the introducer is further operable to 
query the home authorization server to authenticate the 
mobile communication device. 

[0034] Preferably, the service network authorization 
server comprises a Radius server. 
[0035] Preferably, the interfacing apparatus further 
comprises a visitor database for storing properties as- 
sociated with the mobile device. 
[0036] Preferably, at least some of the properties 
comprise the service profiles. 

[0037] Preferably, the service network selector is op- 
erable to use service profile information from the data- 
base. 

[0038] Preferably, the properties comprise at least 
one of the following group of properties: visited network 
name, visited network location, home network address, 
visited network address, service network address, com- 
munity profiles, and a user profile. 
[0039] Preferably, the service prof ile comprises a user 
profile associated with the device. 
[0040] Preferably, the user profile comprises user 
specified data service networks. 
[0041] Preferably, the data communication manager 
comprises a session manager operable to create and 
terminate a data communication session. 
[0042] Preferably, the data communication manager 
comprises a network address allocaterfor allocating a 
visited network address to the mobile device. 
[0043] Preferably, the data communication manager 
is further operable as a router. 

[0044] Preferably, the data communication manager 
is further operable to perform location and identity based 
routing of the data communication. 
[0045] Preferably, the data communication manager 
comprises a quality of service manager for managing 
quality of service. 

[0046] Preferably, the data communication manager 
comprises a billing manager for managing billing. 
[0047] Preferably, the data communication manager 
comprises a network protocol converter for converting 
a network protocol of the data communication between 



Wireless Transaction Protocol (WTP) and HyperText 
Transfer Protocol (HTTP). 

[0048] Preferably, the data communication manager 
comprises a network protocol converter for converting 

5 a data request having an incompatible protocol into a 
predetermined network protocol. 
[0049] Preferably, the data communication manager 
comprises a telephony protocol converter for converting 
a preliminary data request having a CSD transport IP 

10 protocol to local area network (LAN) IP protocol. 

[0050] Preferably, the data communication manager 
comprises a rerouterfor rerouting a preliminary data re- 
quest having a mobile telephony protocol to a mobile 
telephony node operable to convert die preliminary data 

15 request into a data request having a predetermined net- 
work protocol and to return the data request to the in- 
terfacing apparatus. 

[0051 ] Preferably, the mobile telephony protocol com- 
prises CSD and the mobile telephony node comprises 
20 a Remote Access Server (RAS). 

[0052] Preferably, the interfacing apparatus further 
comprises a mobile device configurer for configuring 
mobile telephony devices. 

[0053] Preferably, the mobile device configurer is op- 
25 erable to configure the device with an access code for 
directing data requests to the interfacing apparatus. 
[0054] Preferably, the access code comprises one of 
a group comprising: a WAP short code, an APN, acoun- 
try code, a corporate code, an identity based code, and 
30 a network address. 

[0055] Preferably, a network server of a service net- 
work is located within a corporate network. 
[0056] Preferably, a network server of a service net- 
work is located within a private network. 
35 [0057] Preferably, a network server of a service net- 
work is located within the Internet. 
[0058] Preferably, a format of at least one of the data 
requests comprises one of a group comprising: WAP da- 
ta, standard data, and secure data. 
40 [0059] Preferably, a format of at least one of the data 
requests comprises IP data. 

[0060] Preferably, the interfacing apparatus further 
comprises a visitor portal operable to direct the mobile 
device to a visitor portal page associated with the de- 
45 vice. 

[0061 ] Preferably, the visitor portal comprises: a page 
generator for generating the visitor portal pages, and an 
interface for directing the devices to the visitor portal 
pages. 

50 [0062] Preferably, the visitor portal is operable to di- 
rect the mobile device to the visitor portal page upon 
initiation of a data session by the device. 
[0063] Preferably, the visitor portal is operable to gen- 
erate the associated visitor portal page in accordance 
55 with a current location of the device. 

[0064] Preferably, the current location is determined 
by parameters associated with the first mobile network. 
[0065] Preferably, the current location is determined 
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by parameters associated with the interfacing appara- 
tus. 

[0066] Preferably, the visitor portal is operable to gen- 
erate the associated visitor portal page in accordance 
with the first network. 

[0067] Preferably, the visitor portal is operable to gen- 
erate the associated visitor portal page in accordance 
with the respective home network of the device. 
[0068] Preferably, the visitor portal is operable to gen- 
erate the associated visitor portal page in accordance 
with the respective service profile associated with the 
device. 

[0069] Preferably, the visitor portal page contains 
links to at least one of a group comprising: bookmark 
requests, a mobile device home page, a home network 
page, a first mobile network page, a location based 
page, an Internet access page, a corporate access 
page, a search engine, and an e-mail service. 
[0070] Preferably, the data services comprise at least 
one of the following group of services: commercial serv- 
ices, emergency services, email, native language cus- 
tomer assistance, global short code access, bookmark 
access, and short message service. 
[0071] Preferably, the selected service network com- 
prises the first mobile network. 

[0072] Preferably, the selected service network com- 
prises a respective home mobile network of the mobile 
device. 

[0073] According to a second aspect of the present 
invention there is thus provided a mobile cellular com- 
munication device having a home cellular network and 
being able to roam other networks, the mobile device 
being associated with a service profile specifying serv- 
ice networks providing data services to the device, 
wherein the mobile device is configured to direct roam- 
ing data communications whilst roaming a respective 
one of the other networks to a preselected data interface 
of the respective network, thereby to make connections 
to user-selected data services, the interface being se- 
lected to analyze requests for data services from the 
mobile device, to use the request analyses together with 
the service profile to select a corresponding service net- 
work, to introduce the mobile device to the identified 
service networks, to direct the data requests to network 
servers of the service networks, and to direct corre- 
sponding data responses from network servers of the 
service networks to the mobile device. 
[0074] Preferably, the data communication comprises 
CSD communication. 

[0075] Preferably, the data communication comprises 
GPRS communication. 

[0076] Preferably, the configuration is enterable at 
manufacture of the device. 

[0077] Preferably, the configuration is enterable en- 
terable upon roaming access to a network. 
[0078] Preferably, the configuration is remotely appli- 
cable. 

[0079] Preferably, a configuration of the device is re- 



motely entered by the respective network, thereby to en- 
able the device to direct roaming data communications 
to the data interface upon logon of the device to the re- 
spective network. 
5 [0080] Preferably, the device is configured with a pre- 
determined access code for directing data requests to 
the interfacing apparatus. 

[0081 ] Preferably, the mobile device is operable to di- 
rect the data requests to the interface by outputting a 

10 predetermined access code. 

[0082] Preferably, the predetermined access code 
comprises one of a group of codes comprising: a pre- 
determined access address, a predetermined APN, a 
WAP short code, a country code, a corporate code, an 

15 identity based code, and a network code. 

[0083] Preferably, the mobile device comprises one 
of a group comprising: a mobile telephone, a portable 
computer, and a PDA. 

[0084] Preferably, mobile cellular communication fur- 
20 ther comprises support for a WAP compatible device. 
[0085] Preferably, the WAP compatible device com- 
prises one of a group of devices comprising: WAP, 
MHTML, CHTML, and SHTML devices. 
[0086] Preferably, mobile cellular communication 
25 comprisesfunctionalityto perform CSD communication. 
[0087] According to a third aspect of the present in- 
vention there is thus provided a network having home 
mobile devices and able to allow connections with non- 
home mobile devices, the network having a data inter- 
so face for supporting data communication involving the 
non-home devices, the non-home devices being asso- 
ciated with respective home networks and with respec- 
tive service profiles specifying service networks provid- 
ing data services to the non-home devices, the data in- 
35 terface comprising: a data request analyzer, for analyz- 
ing requests for data services from the non-home mobile 
devices, a service network selector associated with the 
data request analyzer, for using the request analyses 
together with respective service profiles to select a cor- 
40 responding service network, and an interfacing engine 
associated with the service network selector, for intro- 
ducing the non-home mobile devices to the identified 
service networks, for directing the data requests to net- 
work servers of the service networks, and for directing 
45 corresponding data responses from network servers of 
the service networks to the requesting non-home mobile 
devices. 

[0088] Preferably, the data communication comprises 
CSD communication. 
50 [0089] Preferably, the data communication comprises 
GPRS communication. 

[0090] Preferably, the interface has a linkto a support- 
ing interface on at least one of the service networks. 
[0091] Preferably, the data request analyzer compris- 
es es: a device identifier, for identifying from at least one 
parameter received with a data request from the non- 
home mobile device a respective identity of the non- 
home mobile device, and a data service determiner for 
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determining from at least one parameter received with 
the data request a respective data service requested by 
the non-home mobile device. 

[0092] Preferably, an introducer, for introducing the 
non-home mobile device to the selected service net- 
work, and a data commslication manager, for managing 
data communication between the respective device and 
network servers. 

[0093] Preferably, data communication between the 
respective mobile device and a service network which 
allocates a private network address are performed with 
network address translation, and wherein data commu- 
nication between the respective mobile device and a 
service network which does not allocate a private net- 
work address are performed without network address 
translation, and wherein the interfacing engine further 
comprises a network address translator comprising: a 
visited network address determiner, for determining a 
visited network address allocated to a respective non- 
home mobile device by the network, a service network 
address determiner, for determining a service network 
address allocated to the respective mobile device by the 
service network, and a readdresser, for replacing an 
originating network address of a data request with the 
service network address and for replacing a destination 
network address of a data response with the visited net- 
work address. 

[0094] Preferably, the data service determiner is fur- 
ther operable to identify a service network authorization 
server. 

[0095] Preferably, the introducer is further operable to 
query the service network authorization server to au- 
thorize the data service request. 
[0096] Preferably, the data interface further compris- 
es a visitor database for storing properties associated 
with the respective mobile device. 
[0097] Preferably, at least some of the properties 
comprise the service profiles. 

[0098] Preferably, the device identifier is operable to 
identify the mobile device from at least one of the fol- 
lowing group of parameters: MSISDN, mobile device 
home page, APN, and CLI. 

[0099] Preferably, the data communication manager 
comprises a session manager operable to create and 
terminate a data communication session. 
[0100] Preferably, the data communication manager 
is further operable as a router. 

[0101] Preferably, the data communication manager 
is further operable to perform location and identity based 
routing of the data communication. 
[0102] Preferably, the data communication manager 
comprises a quality of service manager for managing 
quality of service. 

[0103] Preferably, the data communication manager 
comprises a billing manager for managing billing. 
[0104] Preferably, the data communication manager 
comprises a network protocol converter for converting 
between WTP and HTTP. 



[0105] Preferably, the data communication manager 
comprises a network protocol converter for converting 
a data request having an incompatible protocol into a 
predetermined network protocol. 

5 [0106] Preferably, the data communication manager 
comprises a rerouterfor rerouting a preliminary data re- 
quest having a mobile telephony protocol to a mobile 
telephony node operable to convertthe preliminary data 
request into a data request having a predetermined net- 

10 work protocol and to return the data request to the data 
interface. 

[0107] Preferably the network further comprises a 
mobile device configurer for configuring mobile teleph- 
ony devices. 

15 [01 08] Preferably, the mobile device configurer is op- 
erable to configure a mobile telephony device with an 
access code for directing data requests to the interfac- 
ing apparatus. 

[0109] Preferably, the data interface further compris- 
20 es a visitor portal operable to direct the mobile device 
to a visitor portal page associated with the device. 
[01 1 0] Preferably, the visitor portal comprises: a page 
generator for generating the visitor portal pages, and an 
interface for directing the devices to the associated vis- 
25 itor portal pages. 

[0111] Preferably, the visitor portal is operable to gen- 
erate the associated visitor portal page in accordance 
with at least one of the following: a service profile asso- 
ciated with the device, a respective home network of the 
30 device, the network, and a user profile associated with 
the device. 

[0112] Preferably, the visitor portal is operable to di- 
rect the respective mobiletelephony device to the visitor 
portal upon initiation of a data session by the device. 
35 [0113] Preferably, the visitor portal page contains 
links to at least one of a group comprising; bookmark 
requests, a respective device home page, a home net- 
work page, a network page, a location based page, an 
Internet access page ; a corporate access page, a 
40 search engine, and an e-mail service. 

[01 1 4] Preferably, the data services comprise at least 
one of the following group of services: commercial serv- 
ices, emergency services, email, native language cus- 
tomer assistance, global short code access, bookmark 
45 access, and short message service. 

[01 1 5] According to a fourth aspect of the present in- 
vention there is thus provided a system for supporting 
roaming data communication, the system comprising a 
network having home users and non-home users and a 
50 data interface, the interface is operable to support data 
communication between one of the non-home users 
having a roaming mobile device and a requested data 
service, the roaming mobile device is associated with a 
home network and with a service profile specifying serv- 
es ice networks providing data services to the device, 
wherein the interface comprises: a data request analyz- 
er, for analyzing requests for data services from the mo- 
bile device, a service network selector associated with 
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the data request analyzer, for using the request analy- 
ses together with the service profile to select a corre- 
sponding service network, and an interfacing engine as- 
sociated with the service network selector, for introduc- 
ing the mobile device to the identified service networks, 
for directing the data requests to network servers of the 
service networks, and for directing corresponding data 
responses from network servers of the service networks 
to the mobile devices. 

[01 1 6] Preferably, the data communication comprises 
CSD communication. 

[01 1 7] Preferably, the data communication comprises 
GPRS communication. 

[0118] Preferably, the interface has a linkto a support- 
ing interface on at least one of the service networks net- 
work. 

[0119] Preferably, the data request analyzer compris- 
es: 

a device identifier, for identifying from at least one 
parameter received with a data request from the 
roaming mobile device a respective identity of the 
roaming mobile device, and 
a data service determiner for determining from at 
least one parameter received with the data request 
a respective data service requested by the roaming 
mobile device. 

[0120] Preferably, the interfacing engine comprises: 
an introducer, for introducing the roaming mobile device 
to the selected service network, and a data communi- 
cation manager, for managing data communication be- 
tween the roaming mobile device and network servers. 
[0121] Preferably, data communication between the 
roaming mobile device and a service network which al- 
locates a private network address are performed with 
network address translation, and wherein data commu- 
nication between the roaming mobile device and a serv- 
ice network which does not allocate a private network 
address are performed without network address trans- 
lation, and wherein the interfacing engine further com- 
prises a network address translator comprising: 

a visited network address determiner, for determin- 
ing a visited network address allocated to the mo- 
bile device by the network, 

a service network address determiner, for determin- 
ing a service network address allocated to the mo- 
bile device by the service network, and 
a readdresser, for replacing an originating network 
address of a data request with the service network 
address and for replacing a destination network ad- 
dress of a data response with the visited network 
address. 

[01 22] Preferably, the service network selector is fur- 
ther operable to identify a service network authorization 
server of the roaming mobile device. 



[01 23] Preferably, the introducer is further operable to 
query the service network authorization server to au- 
thorize the data communication. 
[0124] Preferably, the data interface further compris- 
5 es a visitor database for storing properties associated 
with the mobile device. 

[0125] Preferably, at least some of the properties 
comprise the service profiles. 

[0126] Preferably, the device identifier is operable to 
10 identify the mobile device from at least one of the fol- 
lowing group of parameters: MSISDN, mobile device 
home page, APN, and CLI. 

[0127] Preferably, the data communication manager 
comprises a session manager operable to create and 
15 terminate a data communication session. 

[0128] Preferably, the data communication manager 
is furkher operable as a router. 

[0129] Preferably, the data communication manager 
is further operable to perform location and identity based 
20 routing of the data communication. 

[0130] Preferably, the data communication manager 
comprises a quality of service manager for managing 
quality of service. 

[0131] Preferably, the data communication manager 
25 comprises a billing manager for managing billing. 

[0132] Preferably, the data communication manager 
comprises a network protocol converter for converting 
between WTP and HTTP. 

[0133] Preferably, the data communication manager 
30 comprises a network protocol converter for converting 
a data request having an incompatible protocol into a 
predetermined network protocol. 
[0134] Preferably, the data communication manager 
comprises a rerouterfor rerouting a preliminary data re- 
35 quest having a mobile telephony protocol to a mobile 
telephony node operable to convertthe preliminary data 
request into a data request having a predetermined net- 
work protocol and to return the data request to the data 
interface. 

40 [0135] Preferably the system further comprises a mo- 
bile device configurer for configuring mobile telephony 
devices. 

[01 36] Preferably, the mobile device configurer is op- 
erable to configure a mobile telephony device with an 
45 access code for directing data requests to the interfac- 
ing apparatus. 

[0137] Preferably, the data interface further compris- 
es a visitor portal operable to direct the mobile device 
to a visitor portal page associated with the device. 
50 [0138] Preferably, wherein the visitor portal compris- 
es: a page generator for generating the visitor portal 
page, and an interface for directing the device to the vis- 
itor portal page. 

[01 39] Preferably, the visitor portal is operable to gen- 
55 erate the visitor portal page in accordance with at least 
one of the following: a service profile associated with the 
respective device, a home network of the respective de- 
vice, the network, and a user profile associated with the 
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device. 

[0140] Preferably, the visitor portal is operable to di- 
rect the respective mobiletelephony device to the visitor 
portal upon initiation of a data session by the device. 
[0141] Preferably, the visitor portal page contains 
links to at least one of a group comprising: a roaming 
mobile device home page, a home network page, a net- 
work page, a location based page, an Internet access 
page, a corporate access page, a search engine, and 
an e-mail service. 

[01 42] Preferably, the data services comprise at least 
one of the following group of services: commercial serv- 
ices, emergency services, email, native language cus- 
tomer assistance, global short code access, bookmark 
access, and short message service. 
[01 43] According to a fifth aspect of the present inven- 
tion there is thus provided a visitor portal for supporting 
data communication from roaming mobiletelephony de- 
vices, the mobile telephony devices being associated 
with respective home networks and with respective 
service profiles, and being able to roam non-home net- 
works, the visitor portal comprising: a page generator 
for generating for the devices respective visitor portal 
pages according to the service profiles, and an interface 
for directing the devices to the respective visitor portal 
pages. 

[01 44] Preferably, at least some of the service profiles 
comprise a user profile. 

[01 45] Preferably, a user profile comprises user spec- 
ified data service networks. 

[01 46] Preferably, a non-home network being roamed 
by a mobile telephony device is operable to connect the 
mobile telephony device to the visitor portal. 
[0147] Preferably, the non-home network is operable 
to connect the mobiletelephony device to the visitor por- 
tal upon initiation of a data session by the mobile teleph- 
ony device. 

[0148] Preferably, the mobile device comprises one 
of a group of devices comprising: WAP, MHTML, 
CHTML, and SHTML devices. 

[01 49] Preferably, the mobile devices are operable to 
perform CSD communication. 

[01 50] Preferably, the mobile devices are operable to 
perform GPRS communication. 

[0151] Preferably, a portal page comprises at least 
one link to a service network. 

[0152] Preferably, the page generator is operable to 
generate the respective visitor portal page in accord- 
ance with a current location of the device. 
[0153] Preferably, the current location is determined 
by parameters associated with a non-home network be- 
ing roamed by the mobile telephony device. 
[0154] Preferably, the page generator is operable to 
generate the respective visitor portal page in accord- 
ance with a non-home network being roamed by the mo- 
bile telephony device. 

[0155] Preferably, the page generator is operable to 
generate the respective visitor portal page in accord- 



ance with the home network associated with the device. 
[0156] Preferably, the visitor portal page contains 
links to at least one of a group comprising: bookmark 
requests, a non-home user page, a mobile device home 

5 page, a home network page, a location based page, an 
Internet access page, a corporate access page, a 
search engine, and an e-mail service. 
[01 57] Preferably, the visitor portal comprises at least 
one visitor page template, and wherein the page gener- 

10 ator is operable to generate a visitor portal page by in- 
sertion of information associated with a mobile device 
into one of the templates. 

[0158] According to a sixth aspect of the present in- 
vention there is thus provided a system for supporting 

15 roaming data communication, the system comprising a 
network having home users and non-home users and a 
visitor portal for non-home users, the system is operable 
to connect a non-home user to the visitor portal. 
[0159] Preferably, the network comprises the visitor 

20 portal. 

[0160] Preferably, the system is operable to connect 
the non-home user to the visitor portal upon initiation of 
a data session by the user. 

[0161] Preferably, the visitor portal is operable to di- 
25 rect the non-home user to a visitor portal page associ- 
ated with the device. 

[01 62] Preferably, the visitor portal comprises; a page 
generator for generating for the visitor portal pages, and 
an interface for directing the non-home user to the as- 
30 sociated visitor portal page. 

[0163] Preferably, the page generator is operable to 
generate the associated visitor portal page in accord- 
ance with a current location of the device. 
[0164] Preferably, the current location is determined 
35 by parameters associated with the first mobile network. 
[0165] Preferably, the page generator is operable to 
generate the associated visitor portal page in accord- 
ance with the home network of the device. 
[0166] Preferably, the page generator is operable to 
40 generate the associated visitor portal page in accord- 
ance with a user profile associated with the device. 
[0167] Preferably, the visitor portal page contains 
links to at least one of a group comprising: a non-home 
user page, a mobile device home page, a home network 
45 page, a location based page, an Internet access page, 
a corporate access page, a search engine, and an e- 
mail service. 

[0168] According to a seventh aspect of the present 
invention there is thus provided a networkfor supporting 
50 roaming of mobile communication devices between at 
least one mobile network and at least one service net- 
work providing data services, each of the mobile com- 
munication devices having a respective home network, 
the network comprising interfacing links to each of the 
55 mobile networks and a roaming support unit associated 
with the interfacing links for providing home data of 
roaming devices to a respective interfacing link. 
[01 69] Preferably, the network further comprises a da- 
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tabase for storing properties associated with the mobile 
devices. 

[01 70] Preferably, the database is further operable to 
store the home data. 

[0171] According to an eighth aspect of the present 
invention there is thus provided a method for supporting 
cellular data communication between a mobile telepho- 
ny device roaming within a first network and having a 
home network, the mobile telephony device is associat- 
ed with a service profile specifying service networks pro- 
viding data services to the device, and a requested data 
service, the method comprising: receiving a data re- 
quest for a data service from the mobile device, analyz- 
ing the data request to determine the data service and 
to identify the mobile device, identifying a service profile 
associated with the identified mobile device, using the 
request analysis together with the service profile to se- 
lect a corresponding service network, introducing the 
mobile device to the service network, and forwarding the 
data request to the service network. 
[01 72] Preferably, the data communication comprises 
CSD communication. 

[01 73] Preferably, the data communication comprises 
GPRS communication. 

[0174] Preferably the method further comprises de- 
termining a service network address assigned to the 
mobile device by the service network. 
[01 75] Preferably the method further comprises: 

determining if the service network address compris- 
es a private network address, and 
if the service network address comprises a private 
network address, performing network address 
translation to translate an originating network ad- 
dress of the data request from a visited network ad- 
dress assigned to the mobile device by the first net- 
work to the service network address. 

[0176] Preferably, performing network address trans- 
lation comprises: 

determining the visited network address, determin- 
ing the service network address, and, replacing the 
originating network address of the data request with 
the service network address. 

[0177] Preferably the method further comprises: re- 
ceiving a data response from a data service, the data 
response having a destination network address associ- 
ated with the mobile device, determining if the destina- 
tion network address comprises a private network ad- 
dress, and if the destination network address comprises 
a private network address, performing network address 
translation to translate the destination network address 
from the service network address to the visited network 
address, and forwarding the data response to the mobile 
device. 

[0178] Preferably, performing network address trans- 



lation comprises: 

determining the visited network address, determin- 
ing the service network address, and replacing the 
5 destination network address of the data request 

with the visited network address. 

[01 79] Preferably the method further comprises iden- 
tifying a service network authorization server of the mo- 
10 bile device. 

[0180] Preferably, the service network authorization 
server comprises a Radius server. 
[01 81 ] Preferably the method further comprises que- 
rying the service network authorization serverto author- 
's ize the data request by the mobile device. 

[01 82] Preferably the method further comprises iden- 
tifying a home authorization server of the mobile device. 
[01 83] Preferably the method further comprises que- 
rying the home authorization serverto authenticate the 
20 mobile device. 

[01 84] Preferably the method comprises querying the 
service network only during initiation of a data session. 
[01 85] Preferably the method comprises querying the 
home network only during initiation of a data session. 
25 [0186] Preferably the method comprises determining 
an identity of the mobile device from at least one param- 
eter received with the data request. 
[0187] Preferably the method comprises determining 
an identity of the device from at least one of the following 
30 group of parameters: MSISDN, mobile device home 
page, APN, and CLI. 

[01 88] Preferably, the mobile device is configurable to 
provide the at least one parameter. 
[0189] Preferably the method farther comprises allo- 
cs eating a visited network address to the mobile device. 
[0190] Preferably the method further comprises main- 
taining a visitor database for storing properties associ- 
ated with the mobile device. 

[0191] Preferably, the properties comprise at least 
40 one of the following group of properties: visited network 
name, visited network location, home network address, 
visited network address, service network address, serv- 
ice profile, and a user profile. 

[0192] Preferably the method comprises identifying 
45 the service profile from the database. 

[0193] Preferably the method comprises determining 
an identity of the home network from the database. 
[0194] Preferably the method further comprises de- 
termining the home network address from the database. 
50 [0195] Preferably the method further comprises de- 
termining the visited network address from the data- 
base. 

[0196] Preferably the method further comprises cre- 
ating a data communication session for the mobile de- 
55 vice. 

[0197] Preferably the method further comprises ter- 
minating a data communication session for the mobile 
device. 
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[01 98] Preferably the method further comprises rout- 
ing the data communication. 

[0199] Preferably, the routing is location and identity 
based. 

[0200] Preferably the method further comprises man- 
aging quality of service. 

[0201 ] Preferably the method further comprises man- 
aging billing. 

[0202] Preferably the method further comprises con- 
verting a network protocol of the data communication 
between WTP and HTTP. 

[0203] Preferably the method further comprises con- 
verting a data request having an incompatible protocol 
into a predetermined network protocol. 
[0204] Preferably the method further comprises re- 
routing a preliminary data request having a mobile te- 
lephony protocol to a mobile telephony node operable 
to convert the preliminary data request into a data re- 
quest having a predetermined network protocol and to 
return the data request to the data interface. 
[0205] Preferably, the mobile telephony protocol com- 
prises CSD and the mobile telephony node comprises 
a RAS. 

[0206] Preferably, a network server for the data serv- 
ice is located within a corporate network. 
[0207] Preferably, a network server for the data serv- 
ice is located within a private network. 
[0208] Preferably, a network server for the data serv- 
ice is located within the Internet. 
[0209] Preferably, a format of at least one of the data 
requests comprises one of a group comprising: WAP da- 
ta, standard data, and secure data. 
[021 0] Preferably the method further comprises con- 
necting the mobile device to a visitor portal page asso- 
ciated with the mobile device. 

[0211] Preferably the method comprises connecting 
the mobile device to the visitor portal page upon initia- 
tion of a data session by the device. 
[0212] Preferably the method further comprises gen- 
erating the associated visitor portal page. 
[0213] Preferably, the associated visitor portal page 
is generated in accordance with a current location of the 
mobile device. 

[0214] Preferably, the current location is determined 
by parameters associated with the first mobile network. 
[0215] Preferably the method comprises generating 
the associated visitor portal page in accordance with the 
home network of the device. 

[0216] Preferably the method comprises generating 

the associated visitor portal page in accordance with a 

service profile associated with the device. 

[021 7] Preferably, the service prof ile comprises a user 

profile. 

[0218] Preferably, the visitor portal page contains 
links to at least one of a group comprising: bookmark 
requests, a mobile device home page, a home network 
page, a first mobile network page, a location based 
page, an Internet access page, a corporate access 



page, a search engine, and an e-mail service. 
[0219] Preferably, the mobile device comprises one 
of a group comprising: a mobile telephone, a portable 
computer, and a personal digital assistant (PDA). 
5 [0220] Preferably the method further comprises con- 
figuring the mobile device. 

[0221 ] Preferably, the data services comprise at least 
one of the following group of services: commercial serv- 
ices, emergency services, email, native language cus- 
10 tomer assistance, global short code access, bookmark 
access, and short message service. 
[0222] Preferably, a service network comprises the 
first mobile network. 

[0223] Preferably, a service network comprises the 
15 home mobile network of the mobile device. 

Brief Description of the Drawings 

[0224] For a better understanding of the invention and 
20 to show how the same may be carried into effect, refer- 
ence will now be made, purely by way of example, to 
the accompanying drawings. 

[0225] With specific reference now to the drawings in 
detail, it is stressed that the particulars shown are by 

25 way of example and for purposes of illustrative discus- 
sion of the preferred embodiments of the present inven- 
tion only, and are presented in the cause of providing 
what is believed to be the most useful and readily un- 
derstood description of the principles and conceptual 

30 aspects of the invention. In this regard, no attempt is 
made to show structural details of the invention in more 
detail than is necessary for a fundamental understand- 
ing of the invention, the description taken with the draw- 
ings making apparent to those skilled in the art how the 

35 several forms of the invention may be embodies in prac- 
tice. In the accompanying drawings: 

Figure 1 shows data communication according to 
the client server model and using typical WAP ar- 
40 chitecture. 

Figure 2 shows data communication with WAP/ 
CSD roaming architecture. 

Figure 3 is a simplified block diagram of a preferred 
embodiment of a cellular data communication inter- 
ns facing apparatus for supporting cellular data com- 
munication. 

Figure 4 shows a preferred embodiment of an inter- 
facing apparatus with a mobile device configurer. 
Figure 5 is a simplified block diagram of a preferred 
50 embodiment of a visitor portal. 

Figure 6 is a simplified block diagram of a preferred 
embodiment of a WAP/CSD roaming scenario with 
an interfacing apparatus. 

Figure 7 is a simplified block diagram of a preferred 
55 embodiment of a networkfor supporting roaming of 
mobile communication devices between a plurality 
of mobile networks. 

Figure 8 is simplified flow chart of a preferred em- 
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bodiment of a method for supporting cellular data 
communication between a mobile telephony device 
roaming within a visited mobile network, and a data 
service. 

Description of the Preferred Embodiments 

[0226] Current methods for providing data access to 
mobile telephony users outside their home networks are 
inadequate. In most CSD mobile networks today, all da- 
ta traffic to and from a roaming cellular telephone is rout- 
ed through a WAP gateway in the device's home net- 
work. In addition to creating a cumbersome, expensive, 
and generally inefficient routing, this also causes the 
mobile device to appear to be located within the home 
network. A user accessing data services through a cell 
phone may therefore be provided with irrelevant infor- 
mation. Network servers should provide information 
which is relevant to the user's actual location, while con- 
tinuing to identify the mobile device correctly in order to 
provide services the device is authorized to access. 
[0227] An additional problem facing mobile network 
operators today is to provide a wide variety of data serv- 
ices to users. These value added services are very im- 
portant for attracting and maintaining a customer base. 
Data services, such as commercial services, emergen- 
cy services, email, native language customer assist- 
ance, global short code access, bookmark access, and 
short message services, are commonly provided to mo- 
bile devices. Providing these services to roaming mobile 
devices can be complex, as a distinction must be made 
between services that require information from the 
home network, such as bookmark and email access, 
and services that require information from local services 
such as taxi and weather information. 
[0228] Before explaining at least one embodiment of 
the invention in detail, it is to be understood that the in- 
vention is not limited in its application to the details of 
construction and the arrangement of the components 
set forth in the following description or illustrated in the 
drawings. The invention is applicable to other embodi- 
ments or of being practiced or carried out in various 
ways. Also, it is to be understood that the phraseology 
and terminology employed herein is for the purpose of 
description and should not be regarded as limiting. 
[0229] Reference is now made to Figure 3, which is a 
simplified block diagram of a preferred embodiment of 
a cellular data communication interfacing apparatus for 
supporting cellular data communication to one or more 
roaming mobile telephony devices. Each roaming mo- 
bile telephony device is associated with a home mobile 
network. Each roaming mobile device is also associated 
with a service profile, which specifies various service 
networks which provide data services to the mobile de- 
vice, The service profile may include a user profile spec- 
ifying preferences and information of the mobile device 
user. The service profile may also include one or more 
community profiles, listing preferences and information 



of groups the mobile device user is a part of, such as 
corporate affiliation or demographic segmentation. In- 
terfacing apparatus 300 comprises data request analyz- 
er 310, which analyzes requests for data services re- 

5 ceived from the mobile devices, service network selec- 
tor 320 which selects service networks to provide the 
requested services to the mobile devices, and interfac- 
ing engine 330, which manages data communications 
between the mobile devices and the selected service 

10 networks. When a data service request is received from 
a mobile device, the request is analyzed by data request 
analyzer 3 1 0 . Then service network selector 320 selects 
the service network for each data request based on the 
results of the request analyses performed by the data 

15 request analyzer 31 0 together with the mobile device's 
service profile. Interfacing engine 330 next introduces 
the mobile devices to the identified service network, and 
directs communications between the mobile device and 
the service network. Interfacing engine 330 forwards da- 

20 ta requests from the mobile device to the network serv- 
ers of the service networks, and directs corresponding 
data responses from the network servers to the request- 
ing roaming mobile devices. Data services may be pro- 
vided to the mobile device by the visited network, the 

25 device's home network, or by a third network having 
connectivity to the visited network serving the mobile de- 
vice. 

[0230] Interfacing apparatus 300 may serve mobile 
devices having various mobile communication proto- 

30 cols. In one preferred embodiment, the data communi- 
cation protocol consists of CSD communications. Alter- 
nately, data communications may be GPRS communi- 
cations. Interfacing apparatus 300 may be configured to 
operate with more than one protocol in parallel. Different 

35 preferred embodiments described below are applicable 
to different technologies, according to technological 
needs and constraints. The above applies to similar em- 
bodiments described below. 

[0231] In the preferred embodiment, interfacing appa- 
40 ratus 300 operates within a mobile telephony network 
which provides data services to roaming mobile teleph- 
ony devices. Alternatively, interfacing apparatus 300 
may serve several mobile operators. For example, in- 
terfacing apparatus 300 may serve as a country gate- 
45 way that serves all mobile operators of a country. The 
above applies to similar embodiments described below. 
The mobile telephony device may be a WAP or WAP 
compatible device. Such devices include devices using 
MHTML, CHTML, and SHTML protocols. In the pre- 
50 ferred embodiment the mobile device is CSD mobile de- 
vice. Mobile devices include mobile telephones, porta- 
ble computers, and PDAs. 

[0232] Interfacing apparatus 300 may be located in 
any place having connectivity to the service networks 
55 and to the visited mobile network serving the device. In 
the preferred embodiment, interfacing apparatus 300 is 
located in the visited network serving the roaming mo- 
bile device. In a further preferred embodiment, an inter- 
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facing apparatus 300 is located in both service and vis- 
ited networks and is linked by a private or public data 
network. A configuration of interfacing units connected 
by a private network enables the monitoring and control 
of data routing, and simplifies the provision of user serv- 
ices such as billing and quality of service management. 
In an alternate preferred embodiment, the interfacing 
apparatus 300 is located in a service network. 
[0233] In the preferred embodiment, data request an- 
alyzer 310 comprises device identifier 340 and data 
service determiner 350. An incoming data requesttothe 
interfacing apparatus 300 is analyzed by the data re- 
quest analyzer 310 to extract information and parame- 
ters. Device identifier 340 uses data request parameters 
to identify the device which sent the data request. The 
parameters used may include: MSISDN, mobile device 
home page, APN, and CLI. These parameters may be 
used either separately or in combination to derive the 
device identity. The data service determiner 350 analyz- 
es the request parameters to determine the requested 
data service. 

[0234] The results of the request analyses are utilized 
by service network selector 320 to detennine the service 
network the data request should be directed to. Service 
network selector 320 uses the device identity to locate 
the device's service profile. The service profile indicates 
the service network which provides the requested serv- 
ice to the device. The service network selector 320 may 
use additional criteria to select the service network, in- 
cluding the identity of the interfacing apparatus serving 
the mobile device, and the device location. The above 
applies to similar embodiments described below. In a 
preferred embodiment, service network selector 320 
comprises a service profile locator which locates the 
service profile. The service profile may be located any- 
where having connectivity to the interfacing apparatus 
300, for example within the interfacing apparatus 300, 
the mobile device, or in a database on the home net- 
work, visited network, or any other connected network. 
[0235] Interfacing engine 330 manages communica- 
tion between the mobile device and the selected service 
network. In the preferred embodiment, interfacing en- 
gine 330 comprises introducer 360 and data communi- 
cation manager 370. After service network selector has 
determined a service network corresponding to a data 
service request, communications are initiated between 
the mobile device and the service network when intro- 
ducer 360 introduces the mobile device to the selected 
service network. 

[0236] Data communication manager 370 then man- 
ages data communication between the mobile device 
and the network server. The interfacing engine 330 
transmits the data requests from the mobile device to 
the selected service network servers. Communication 
need not pass through the home network, and a trom- 
boning scenario is avoided. Data responses from the 
service network may also bypass the home network and 
be forwarded to the mobile device by the interfacing ap- 



paratus 300. 

[0237] Some service networks assign private network 
addresses. When service networks allocate a private 
network address, network address translation may be 
5 necessary to ensure proper data communication. In the 
preferred embodiment, interfacing engine 330 further 
comprises a network address translator 380 for perform- 
ing network address translation. Network address trans- 
lator 380 comprises a visited network address determin- 
er, a service network address determiner, and a read- 
dresser. Visited network address determiner deter- 
mines the visited network address allocated to the mo- 
bile device. This address is used to direct data respons- 
es received from network servers backto the mobile de- 
vice. In the preferred embodiment, the visited mobile 
network allocates the visited network address to the mo- 
bile device. In an alternate preferred embodiment the 
data communication manager 370 comprises a network 
address allocater for allocating a visited network ad- 
dress to the mobile device. Service network address de- 
terminer determines the service network address allo- 
cated to the mobile device by the service network. The 
service network address can be assigned to the mobile 
device by the interfacing apparatus 300 from a pool of 
addresses, and sent to the service network authoriza- 
tion server. The readdresser is responsible for perform- 
ing the address translation on the data requests and re- 
sponses managed by the interfacing engine. When net- 
work address translation is being performed, the read- 
dresser replaces an originating network address of a da- 
ta request with the device service network address, and 
replaces a destination network address of a data re- 
sponse with the device visited network address. 
[0238] Some data services require device authoriza- 
tion or authentication before they may be accessed by 
a mobile device. In a preferred embodiment, device 
identifier 340 further comprises a home network identi- 
fierto identify the device's home network. Home network 
identifier identifies the mobile device's respective home 
network from at least one parameter received with the 
data request. These parameters may include: the MSIS- 
DN, the mobile device home page, APN, and CLI. The 
home network address may be required in order to cor- 
rectly identify the device to the home network, for exam- 
ple when requesting authorization or authentication of 
the roaming device. The home network server may be 
queried before access is allowed to some home network 
services and for mobile device authentication. 
[0239] In a further preferred embodiment, introducer 
360 performs data service accounting functions. Ac- 
cording to the preferred embodiment, after the service 
network has been selected introducer 360 defines a da- 
ta service user. If authorization is required for the data 
system user, introducer360 obtains authorization forthe 
user. Once a user is eligible to use a data service, intro- 
ducer 360 sends a broadcast to the service network. 
The broadcast may include a list of services the data 
service user may access. Introducer 360 monitors the 
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data service user activity, and maintains an account for 
the user. When the data service user closes a data ses- 
sion, introducer 360 sends a corresponding broadcast 
to the data service network. The accounting records can 
be used to bill or credit the user for services used during 
the session, to monitor client activity, and for other ac- 
count management purposes. The above applies to 
similar embodiments described below. 
[0240] In a preferred embodiment, service network 
selector 320 is further operable to identify a service net- 
work authorization server, such as a Radius server, of 
the mobile communication device. In the preferred em- 
bodiment, the introducer360 is further operable to query 
the service network authorization server to authorize 
and/or authenticate the data communication. Authoriza- 
tion and/or authentication may be performed only when 
a mobile device initiates a data session, or at any time 
during the data session. 

[0241] In a preferred embodiment, the interfacing ap- 
paratus 300 further comprises a visitor database for 
storing properties associated with mobile devices roam- 
ing within a mobile network. The device service profile 
may be stored in the database, and be accessed from 
the database by the interfacing apparatus 300. Proper- 
ties that may be stored in the database for a given mo- 
bile device include: service profile, visited network 
name, visited network location, home network address, 
visited network address, service network address, com- 
munity profiles, and a user profile for a user of the de- 
vice. The database may also store the interfacing appa- 
ratus serving the mobile device. When a roaming mobile 
device logs on to a network, information may be gath- 
ered about the device and stored in the database, either 
for the duration of the session or for a predetermined 
time period. In the preferred embodiment, the informa- 
tion in the database is used by components of the inter- 
facing apparatus 300, including the service network se- 
lector 320 and the network address translator 380. The 
abovementioned components use the information 
stored in the database to perform their required func- 
tions. 

[0242] When a data request is received by the inter- 
face from a given mobile device the request is analyzed 
by the data request analyzer 31 0 to determine the de- 
vice's identity and the data service requested by the de- 
vice. The format of the data service request may be one 
of a group of formats, including: WAP data, standard da- 
ta, and secure data. In a preferred embodimentthe data 
request format comprises IP data. The service network 
selector 320 then determines the appropriate service 
network to provide the data service to the device, based 
on the device service profile and possibly other factors 
as described above. If necessary, authorization and/or 
authentication of the device are obtained from the serv- 
ice and/or home networks. The interfacing engine 330 
determines if the service network has assigned a private 
network address to the device. If a private network ad- 
dress was not assigned to the device, the interfacing en- 



gine 330 forwards the data request to the requested 
service network server with no further processing. The 
service network server receives a data request from a 
mobile device having a network address within the vis- 

5 ited mobile network and returns its responses accord- 
ingly. The interfacing apparatus 300 receives the data 
response from the network server and forwards it on to 
the requesting mobile device. If a private network ad- 
dress was assigned to the device, the data request is 

10 network address translator by network address transla- 
tor 380 before being forwarded to the requested service 
network server. The data request is recognized by the 
service network as originating from the correct mobile 
device, and given access to sites and services to which 

15 the mobile device is entitled. The reverse process oc- 
curs when the interfacing engine 330 receives a data 
response from a service network server with a private 
service network address. Interfacing engine 330 replac- 
es the device's service network address with the de- 

20 vice's visited network address, and forwards the data 
response to the roaming mobile device. Typically, the 
device home network is not part of the data communi- 
cation pathway. 

[0243] A requested network server may be located in 
25 various locations within the accessible data network. 
The data service may be accessible via the visited mo- 
bile network, the home mobile network, or a third mobile 
network. Additionally, the network server may be within 
the Internet, or a private network, such as a corporate 
30 network. 

[0244] In the preferred embodiment the data commu- 
nication manager 370 comprises further components 
operable to implement additional interfacing functions. 
In the preferred embodiment the data communication 

35 manager 370 comprises a session manager operable 
to create and terminate a data communication session. 
[0245] In the preferred embodiment, the data comr- 
nunication manager 370 is further operable as a router, 
In a further preferred embodiment, the data communi- 

40 cation manager 370 is further operable to perform loca- 
tion and identity based routing of the data communica- 
tion. 

[0246] In the preferred embodiment the data commu- 
nication manager 370 comprises a quality of service 

45 managerfor managing quality of service (QoS). In a fur- 
ther preferred embodiment the data communication 
manager370 comprises a billing managerfor managing 
billing. The quality of service manager and/or billing 
manager operate in conjunction with the mobile device's 

50 quality of service manager, billing manager, and/or Ra- 
dius server in the home network. 
[0247] In the preferred embodiment the data commu- 
nication manager 370 comprises a network protocol 
converter for converting a data request having an in- 

55 compatible protocol into a predetermined network pro- 
tocol. In the preferred embodiment the network protocol 
converter converts the network protocol of the data com- 
munication between Wireless Transaction Protocol 
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(WTP) and Hyp erText Transfer Protocol (HTTP). 
[0248] In the preferred embodiment the data commu- 
nication manager370 comprises a rerouterfor rerouting 
a preliminary data request having a mobile telephony 
protocol to a mobile telephony node. The mobile teleph- 
ony node converts the preliminary data request into a 
data request having a predetermined network protocol 
and to return the data request to the interfacing appara- 
tus 300. In one preferred embodiment the rerouter re- 
routes a CSD data request to an RAS, which converts 
the request to an IP protocol and returns the request to 
the interfacing apparatus. Interfacing apparatus may al- 
ternately comprise RAS and/or GGSN (Gateway GPRS 
Support Node) functionality. In an alternate preferred 
embodiment interfacing apparatus 300 comprises te- 
lephony protocol converter for converting a preliminary 
data request with a CSD transport IP protocol to local 
area network (LAN) IP protocol. The above applies to 
similar embodiments described below. 
[0249] Reference is now made to Figure 4 : which 
shows a preferred embodiment of an interfacing appa- 
ratus with a mobile device configurer. In the preferred 
embodiment, the interfacing apparatus 460 further com- 
prises a mobile device configurer 470 for configuring 
mobile telephony devices. Typically, a mobile device 
memory contains configurable parameters that ensure 
that a call is processed correctly by both the home and 
visited networks. Mobile device configurer 470 remotely 
configures the values of parameters within the mobile 
device. In the preferred embodiment, the mobile device 
configurer configures the device with an access code 
for directing data requests to the interfacing apparatus 
460. The access code may comprise one of a group in- 
cluding: a WAP short code, an APN, a country code, a 
corporate code, an identity based code, and a network 
address. 

[0250] A mobile phone user logging to a data service 
is often automatically logged on to a homepage precon- 
figured in the mobile device. The preconfigured 
homepage may not be suitable for a roaming user locat- 
ed outside the home network. For example, local time, 
weather, entertainment, and other services may be ir- 
relevant. The user, however, may still require access to 
some local services such as email, and corporate sites. 
As described below, a visitor portal may provide a roam- 
ing mobile device with access to these services. 
[0251] In the preferred embodiment the interfacing 
apparatus further comprises a visitor portal operable to 
connect the mobile device to a visitor portal page asso- 
ciated with the device. The mobile device may be con- 
nected to the visitor portal when a data session is initi- 
ated. The visitor portal page contains links to sites rel- 
evant to a specific user of a mobile device, from a spe- 
cific home mobile network, visiting a specific visited mo- 
bile network. 

[0252] In a first preferred embodiment the visitor por- 
tal is a part of an interfacing apparatus. A second pre- 
ferred embodiment comprises a stand-alone visitor por- 



tal, where the mobile device accesses a mobile network 
and is directed to the visitor portal by the mobile network. 
The mobile network may direct all roaming users auto- 
matically to the visitor portal, or the mobile device may 

5 dial a special access code to reach the visitor portal. In 
the stand-alone embodiment, the visitor portal can pro- 
vide support to all types of roaming mobile devices, in- 
cluding both CSD and GPRS devices. 
[0253] Reference is now made to Figure 5, which is a 

10 simplified block diagram of a preferred embodiment of 
a visitor portal 500. Visitor portal 500 comprises page 
generator 51 0 which generates the visitor portal pages, 
and interface 520 which directs each mobile device to 
the device's visitor page. 

15 [0254] The visitor portal 500 generates a visitor portal 
page for the specific mobile device, taking into account 
a number of factors, These factors may include: the de- 
vice service profile, the device's current location, the vis- 
ited network, the location of the visited network, the de- 

20 vice's home network, etc. The device location may be 
determined from a number of factors, including the vis- 
ited network location, and/or the identity of an interfac- 
ing apparatus providing service to the mobile device. 
The service profile may contain a user profile and/or 

25 community profiles associated with the device. In the 
preferred embodiment, the visitor portal page contains 
links to at least one of a group comprising: bookmarks, 
a mobile device home page, a home network page, a 
visited mobile network page etc, a location based page, 

30 an Internet access page, a corporate access page, a 
search engine, and an e-mail service. The bookmarks 
may be dynamically chosen by the subscriber, and may 
include data services requested by the mobile device. 
In a preferred embodiment, the visitor pages are gener- 

35 ated from one or more templates stored in the visitor 
portal. The device specific information is inserted into a 
template to create a visitor template appropriate for a 
given device. 

[0255] The visitor portal 500 can tailor the visitor por- 
40 tal page associated with each mobile device in order to 
suit needs of every type of roaming user, such as private 
users, small office/home office (SOHO) users, and cor- 
porate users requiring access to WAP enabled (and 
WAP compatible) corporate applications. The visitor 
45 portal 500 can also tailor the visitor portal page accord- 
ing to user community affiliations. Advertising and other 
user and community oriented notices can be inserted 
into the visitor portal page generated for each device. 
The visitor portal 500 preferably provides users with 
50 seamless service to their WAP phones without requiring 
any change of phone setup. 

[0256] In the preferred application the visitor portal 
page generated for private and SOHO users may con- 
tain links to the user's home page in the home network, 
55 a VPMN related visitor page (preferably in the travelers 
native language), bookmarks, and Internet access. Cor- 
porate users may be additionally provided access to a 
corporate portal. The visitor portal page content is com- 
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posed of various data sources collected and integrated 
by the interfacing apparatus and the visitor portal 500. 
The interfacing apparatus may provide the visitor portal 
500 with network addresses required for generating a 
visitor portal page for a mobile device. 
[0257] The network address of the mobile device's 
home page may be determinable from the configuration 
of the mobile phone. If the home page server resides in 
the home network, the session is transferred to the HP- 
MN by the interfacing apparatus. If the home page re- 
sides on the Web, the data session is routed to the In- 
ternet by the interfacing apparatus to avoid a trombon- 
ing scenario. 

[0258] The visitor network page may be a local site 
targeted for visitors, chosen by the visited network as a 
portal for traveler information service. The visitor net- 
work page can be in the domain of the visited network 
or on the Internet, and may be provided and maintained 
by the VPMN or by local partners. In the preferred em- 
bodiment, the visitor portal 500 obtains the network ad- 
dress from the visited network, and maintains it in a da- 
tabase. The database may also contain an identification 
of the visitor's preferred language, with the default de- 
termined by the MSISDN. The home network may have 
a corresponding page for its roaming users. 
[0259] In the preferred embodiment, the mobile de- 
vice is provided with Internet access through an ISP in 
either the visited or home mobile networks, or by routing 
through the interfacing apparatus. 
[0260] The visitor portal 500 provides the corporate/ 
VPN user with access to corporate resources through 
the interfacing apparatus. For a corporate private net- 
work accessible via the home network, the session is 
routed by the interfacing apparatus to the home network 
as described above. In the case of a global corporation 
with a worldwide presence, the interfacing apparatus 
may connect the mobile device to the nearest and/or 
fastest entry point into the corporate VPN. Access to a 
corporate network can be via the Internet or a dedicated 
corporate link. For secure corporate WAP applications, 
access may be through a private WAP gateway. The vis- 
itor portal database may store the VPN/corporate net- 
work address (URL), connection type, and the nature of 
the user's association with the network. 
[0261] In a preferred embodiment the interfacing ap- 
paratus database is operable to exchange information 
with databases of supporting interfaces within other mo- 
bile networks. Likewise, in a further preferred embodi- 
ment the visitor portal database is operable to exchange 
information with databases of visitor portals in support- 
ing interfaces within other mobile networks. 
[0262] The visitor portal 500 may also perform an in- 
troduction process, similar to the one described above 
for the interfacing apparatus. The visitor portal 500 may 
comprise introducer functionality of its own, or may uti- 
lize the introducer in the interfacing apparatus. The 
above applies to similar embodiments described below. 
[0263] Reference is now made to Figure 6 which is a 



simplified block diagram of a preferred embodiment of 
a WAP/CSD roaming scenario with an interfacing appa- 
ratus as described above. In the embodiment of Figure 
6, an interfacing apparatus is located in both the VPMN 
5 (interfacing apparatus 604) and the Service network/ 
HPMN (interfacing apparatus 608) linked by an IP net- 
work. For the remainder of the description of Figure 6 
Service network/HPMN will be assumed to be the HP- 
MN. 

10 [0264] Initiating the data request, WAP phone 600 di- 
als a WAP short code, which is configured as its dial-up 
number. The VPMN mobile network is configured to 
route the packets from WAP phone 600 through the in- 
terfacing apparatus 604. Accordingly, MSC 602 con- 
's nects non-home mobile devices dialing the short code 
number to interfacing apparatus 604. Interfacing appa- 
ratus 604 allocates a local private IP address to both the 
WAP gateway and user agent, and terminates the CSD 
leg. 

20 [0265] Interfacing apparatus 604 converts the call 
protocol for CSD to IP protocol, and creates a different, 
IP based, preferably using the standard HTTP 1 .1 pro- 
tocol. The WAP phone 600 does not automatically con- 
nect the interfacing apparatus 604 to the WAP proxy in 
25 WAP phone's home network. Instead, the interfacing 
apparatus 604 analyzes the call from the WAP phone 
600, determines the device identity and required data 
services, and then uses the information to determine a 
data service network according to the device service 
30 profile. The interfacing apparatus 604 then connects the 
WAP phone 600 directly to the URL of the data service 
network server, and manages data communications be- 
tween the device and the service network until the de- 
vice exits the data service. Alternately, the mobile device 
35 may be connected to a visitor portal, as described 
above, with the requested data service listed as a link 
in the visitor portal page. 

[0266] Since the WAP gateway in the HPMN may be 
bypassed during some data communication, in the pre- 
40 ferred embodiment interfacing apparatus 604 addition- 
ally performs other WAP gateway functions required for 
proper data communications. Specifically, interfacing 
apparatus 604 comprises a protocol converter for con- 
verting between WTP and HTTP. In case of a secured 
45 WAP site (WTLS) the WAP router will not convert the 
packets if the site specifically requires conversion by a 
local gateway, and only the routing and/or NAT capabil- 
ities of the interfacing apparatus 604 are used. 
[0267] In the preferred embodiment, the intecfacing 
50 apparatus 604 additionally comprises a quality of serv- 
ice manager and billing manager. 
[0268] In order to access home services, the user of 
the roaming mobile device must be able to access the 
HPMN IP backbone. The interfacing apparatus 604 em- 
55 bedded NAT capabilities eliminate the match-up prob- 
lem of different private IP domains and addresses of var- 
ious operators. Interfacing apparatus 604 analyzes pa- 
rameters received with the incoming WAP/CSD call to 
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determine the required HPMN. Such parameters in- 
clude the CLI obtained from the RAS functionality in in- 
terfacing apparatus 604. When WAP phone 600 sends 
a data request to a data service on the HPMN, interfac- 
ing apparatus 604 performs NAT to translate the origi- 
nating address of the data request to the home network 
address of the WAP phone. Data services on the HPMN 
therefore identify the WAP phone correctly. 
[0269] In the preferred embodiment, if the upper level 
application is not WAP (for example GSM modem), or 
is targeted to a secured site, the interfacing apparatus 
604 operates as a simple router. 
[0270] The architecture illustrated in Figure 6 is back- 
ward compatible with any existing WAP infrastructure at 
the HPMN, regardless of the WAP gateway vendor. 
Even if the WAP gateway at the HPMN is implemented 
as a proxy, and a user wants to access home services, 
the session can bypass the HPMN WAP gateway be- 
cause the WAP conversion is performed at the VPMN, 
and therefore continues as a regular IP session in the 
HPMN. 

[0271] In the preferred embodiment, the mobile de- 
vice is configured to direct roaming data communica- 
tions to a preselected interfacing apparatus, which op- 
erates substantially as the interfaces described above. 
The mobile device is associated with a service profile 
which specifies service networks providing data servic- 
es to the device. The device configuration may be en- 
tered when the device is manufactured, by a distributor 
of the device, or when the device accesses to a network. 
In the preferred embodiment the device is remotely con- 
figurable. For example, a roaming device logging on to 
a visited network may be remotely configured with an 
access code. In the preferred embodiment the device 
configuration includes a predetermined access code, 
such as a predetermined access address, a predeter- 
mined APN, a WAP short code, a country code, a cor- 
porate code, an identity based code, or a network code. 
Transmission of the data request with the access code 
ensures that the mobile network identifies the data re- 
quest as a roaming data request, and directs the data 
request to the interfacing apparatus. 
[0272] Reference is now made to Figure 7 which is a 
simplified block diagram of a preferred embodiment of 
a network for supporting roaming of mobile communica- 
tion devices between at least one mobile network and 
at least one service network providing data services. 
Each of the mobile communication devices has a re- 
spective home network. Network 750 comprises inter- 
facing links 760.1 to 760. n, and a roaming support unit 
770 associated with the interfacing links. Each of the 
mobile networks, 780.1 to 780. n, and each of the service 
networks, 790.1 to 790. n, is associated with a respective 
interfacing link. Mobile networks may function as service 
networks, and provide data services to mobile devices. 
The number of interfacing links, service networks, and 
mobile networks in the figure is for illustration purposes 
only, and may comprise any number greater than one. 



[0273] The roaming support unit 770 provides data re- 
garding the roaming mobile devices to a respective in- 
terfacing link. In a preferred embodiment the network 
further comprises a database for storing properties as- 

5 sociated with the mobile devices, such as the device 
service profiles. In a further preferred embodiment the 
database is operable to store the home data. 
[0274] Reference is now made to Figure 8 which is a 
simplified flow chart of a preferred embodiment of a 

10 method for supporting cellular data communication be- 
tween a mobile telephony device roaming within a vis- 
ited mobile network and a data service. The mobile de- 
vice is associated with a home network and a service 
profile. In step 800 a data request for a data service is 

15 received from the mobile device. The data request des- 
ignates a requested data service. Data services include: 
commercial services, emergency services, email, native 
language customer assistance, global short code ac- 
cess, bookmark access, and short message service. 

20 These data services may be provided by a plurality of 
networks. The data request protocol may comprise 
WAP data ; standard data ; or secure data. The data re- 
quest is analyzed in step 810, to determine the required 
data service and to identify the mobile device which sent 

25 the request. In step 820, the service profile of the re- 
questing device is identified. The device's service profile 
is used to select a service network corresponding to the 
required data service in step 830. In step 840 the mobile 
device is introduced to the service network. Finally, in 

30 step 850 the data request is forwarded to the service 
network. Thus the data request is forwarded directly to 
the service network, and need not be routed through the 
device home network unless the data service network 
server is located within the home network. Forwarding 

35 data responses from the service network to the mobile 
device is handled in an analogous manner. The data 
service may be provided by the home network, the vis- 
ited network, or any other accessible network. The re- 
quested data service server may be located within the 

40 Internet, a corporate network, or a private network. 
[0275] In a preferred embodiment, the identity of the 
mobile device is determined from at least one parameter 
received with the data request. The device identity may 
be determined from at least one of the following param- 

45 eters: MSISDN, mobile device home page, APN, and 
CLI. 

[0276] Network address translation may also be per- 
formed as necessary to facilitate data communication 
between the mobile device and the data service network 

50 server. A preferred embodiment further comprises de- 
termining a service network address assigned to the 
mobile device by the service network. If the assigned 
service network address is a private network address, 
network address translation may be required. A pre- 

55 ferred embodiment further comprises determining if the 
service network address comprises a private network 
address, and performing network address translation if 
the service network address is private, to translate the 
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originating network address of the data request from the 
device's visited network address the device's service 
network address. 

[0277] In a preferred embodiment performing network 
address translation comprises the steps of: determining 
the visited network address, determining the service 
network address, and replacing the originating network 
address of the data request with the service network ad- 
dress. 

[0278] In a preferred embodiment performing network 
address translation comprises the steps of: determining 
the visited network address, determining the service 
network address, and replacing a destination network 
address of the data request with the visited network ad- 
dress. 

[0279] In a preferred embodiment, the method further 
comprises identifying a service network authorization 
server of the mobile device, such as a Radius server. 
Another preferred embodiment further comprises que- 
rying the service network authorization serverto author- 
ize the data request by the mobile device. Another pre- 
ferred embodiment comprises identifying a home net- 
work and/or home network authorization server. The de- 
vice home network may be identified from the device 
service profile, or from parameters received with data 
requests from the mobile device, such as CLI, APN, mo- 
bile device home page, and MSISDN. The home author- 
ization server may be queried to authenticate the mobile 
device. The home network and/or service network may 
be queried only during initiation of a data session. 
[0280] In a preferred embodiment, the method com- 
prises allocating a visited network address to the mobile 
device. 

[0281] In a preferred embodiment, the method com- 
prises maintaining a visitor database for storing proper- 
ties associated with the mobile device. The properties 
stored in the database may include; service profile, vis- 
ited network name, visited network location, service net- 
work address, home network address, visited network 
address, community profiles, and a user profile. The us- 
er profile may be part of the service profile, and may 
specify user information and data service preferences. 
The data stored in the database may be used during 
other steps of the method. For example, the service pro- 
file, device network addresses, and home network may 
determined from the database. 

[0282] In a preferred embodiment, the method com- 
prises creating and/or terminating a data communica- 
tion session for the mobile device. 
[0283] In a preferred embodiment, the method com- 
prises routing the data communication. In another pre- 
ferred embodiment, the method comprises managing 
quality of service and/or billing. 

[0284] In a preferred embodiment, the method com- 
prises converting a data request having an incompatible 
protocol into a predetermined network protocol. For ex- 
ample, the request protocol may be converted between 
WTP and HTTP. A further preferred embodiment com- 



prises rerouting a preliminary data request having a mo- 
bile telephony protocol to a mobile telephony node op- 
erable to convert the preliminary data request into a data 
request having a predetermined network protocol and 
5 to return the data request to the data interface. 

[0285] In a preferred embodiment, the method com- 
prises connecting the mobile device to a visitor portal 
page associated with the mobile device. The device may 
be connected to the visitor portal page when the device 
10 initiates a data session. The preferred embodiment fur- 
ther comprises generating the visitor portal page asso- 
ciated with each device. The visitor portal page gener- 
ated for each device may vary depending upon the mo- 
bile phone location, the identity of the home and visited 
15 mobile networks, a service profile associated with the 
mobile device, and other factors. The visitor portal page 
may contain links to a variety of pages and services, 
such as: a mobile device home page, a home network 
page, a first mobile network page, a location based 
20 page, an Internet access page, a corporate access 
page, a search engine, and an e-mail service. 
[0286] In a preferred embodiment, the method com- 
prises configuring the mobile device. 
[0287] The above-described embodiments address 
25 the difficulties currently facing WAP data users. Users 
of mobile telephones are efficiently connected to data 
services within the visited and home mobile networks, 
or elsewhere within the data network. Network servers 
preferably provide relevant, localized data, while still al- 
so lowing seamless access to corporate servers. CSDdata 
users are routed efficiently to the data service network. 
GPRS subscribers are provided with simple access to 
a wide range of data services. Subscribers enjoy seam- 
less access to all portals and bookmarks, along with lo- 
ss cal information and corporate intranet access for VPN 
members. The visitor portal provides both WAP/CSD 
and WAP/GPRS mobile operators with a way to tailor 
the services and information provided to the needs of 
each subscriber. 
40 [0288] It is appreciated that certain features of the in- 
vention, which are, for clarity, described in the context 
of separate embodiments, may also be provided in com- 
bination in a single embodiment. Conversely, various 
features of the invention which are, for brevity, described 
45 jn the context of a single embodiment, may also be pro- 
vided separately or in any suitable subcombination. 
[0289] It will be appreciated by persons skilled in the 
art that the present invention is not limited to what has 
been particularly shown and described hereinabove. 
50 Rather the scope of the present invention is defined by 
the appended claims and includes both combinations 
and subcombinations of the various features described 
hereinabove as well as variations and modifications 
thereof which would occur to persons skilled in the art 
55 upon reading the foregoing description. 



17 



33 



EP 1 241 902 A2 



34 



Claims 

1. A cellular data communication interfacing appara- 
tus, for association with a first mobile network and 
for supporting cellular data communication to roam- 
ing mobile telephony devices, said roaming teleph- 
ony devices being associated with respective home 
networks and with respective service profiles spec- 
ifying service networks providing data services to 
said device : said apparatus comprising: 

a data request analyzer, for analyzing requests 
for data services from said roaming mobile de- 
vices; 

a service network selector associated with said 
data request analyzer for using said request 
analyses together with respective service pro- 
files to select a corresponding service network; 
and 

an interfacing engine associated with said serv- 
ice network selector, for introducing said roam- 
ing mobile devices to said identified service 
networks, for directing said data requests to 
network servers of said service networks, and 
for directing corresponding data responses 
from network servers of said service networks 
to said requesting roaming mobile devices. 

2. A cellular data communication interfacing appara- 
tus according to claim 1 , wherein said data commu- 
nication comprises circuit switched data (CSD) 
communication. 

3. A cellular data communication interfacing appara- 
tus according to claim 1 , wherein said data commu- 
nication comprises General Packet Radio Service 
(GPRS) communication. 

4. A cellular data communication interfacing appara- 
tus according to any preceding claim, said interfac- 
ing apparatus having a link to a supporting interfac- 
ing apparatus on at least one of said service net- 
works. 

5. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 
mobile device comprises one of a group compris- 
ing: a mobile telephone, a portable computer, and 
a personal digital assistant (PDA). 

6. A cellular data communication interfacing appara- 
tus according any preceding claim, wherein said 
mobile device comprises one of a group of devices 
comprising: wireless application protocol (WAP), 
MHTML, CHTML, and SHTML devices. 

7. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 



data request analyzer comprises: 

a device identifier, for identifying from at least 
one parameter received with a data request 
5 from said mobile device a respective identity of 

said mobile device; and 
a data service determiner for determining from 
at least one parameter received with said data 
request a respective data service requested by 
10 said mobile device. 

8. A cellular data communication interfacing appara- 
tus according to claim 7, wherein said interfacing 
engine comprises: 

15 

an introducer, for introducing said mobile de- 
vice to said selected service network; and 
a data communication manager, for managing 
data communication between said mobile de- 
20 vice and network servers. 

9. A cellular data communication interfacing appara- 
tus according to claim 8, wherein data communica- 
tion between said mobile device and a service net- 

25 work which allocates a private network address are 
performed with network address translation, and 
wherein data communication between said mobile 
device and a service network which does not allo- 
cate a private network address are performed with- 
30 out network address translation, and wherein said 
interfacing engine further comprises a network ad- 
dress translator comprising: 

a visited network address determiner, for deter- 
35 mining a visited network address allocated to a 

mobile device by said first mobile network; 
a service network address determiner, for de- 
termining a service network address allocated 
to said mobile device by said service network; 
40 and 

a readdresser, for replacing an originating net- 
work address of a data request with said serv- 
ice network address and for replacing a desti- 
nation network address of a data response with 
45 said visited network address. 

10. A cellular data communication interfacing appara- 
tus according to claim 7, wherein said service net- 
work selector comprises a service profile locator for 

50 using said respective identity to locate said respec- 
tive service profile. 

11. A cellular data communication interfacing appara- 
tus according to claim 7. wherein said device iden- 

55 tifier is operable to identify said device from at least 
one of the following group of parameters: Mobile 
Station International Subscriber Directory Number 
(MSISDN), mobile device home page, access point 
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name (APN), and calling line identifier (CLI). 

12. A cellular data communication interfacing appara- 
tus according any preceding claim, wherein said 
service network selector is further operable to se- 
lect said corresponding service network according 
to an identity of said interfacing apparatus. 

13. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 
service network selector is further operable to se- 
lect said corresponding service network according 
to a current location of said device. 

14. A cellular data communication interfacing appara- 
tus according to claim 7, wherein said service net- 
work selector is further operable to identify a service 
network authorization server. 

15. A cellular data communication interfacing appara- 
tus according to claim 14, wherein said introducer 
is further operable to query said service network au- 
thorization server to authorize said data service re- 
quest. 

16. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said introducer is 
further operable to perform accounting functions. 

17. A cellular data communication interfacing appara- 
tus according to claim 7. wherein said device iden- 
tifier further comprises a home network identifier to 
identify a respective home network of said mobile 
device. 

18. A cellular data communication interfacing appara- 
tus according to claim 17, wherein home network 
identifier is operable to identify said respective 
home network from at least one of the following 
group of parameters: MSISDN, mobile device home 
page, APN, and CLI. 

19. A cellular data communication interfacing appara- 
tus according to claim 1 7, wherein said device iden- 
tifier is further operable to identify a home authori- 
zation server associated with said respective home 
network of said device. 

20. A cellular data communication interfacing appara- 
tus according to claim 19, wherein said introducer 
is further operable to query said home authorization 
server to authenticate said mobile communication 
device. 

21. A cellular data communication interfacing appara- 
tus according to claim 1 4, wherein said service net- 
work authorization server comprises a Radius serv- 
er. 



22. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 
interfacing apparatus further comprises a visitorda- 
tabase for storing properties associated with said 

5 mobile device. 

23. A cellular data communication interfacing appara- 
tus according to claim 22, wherein said properties 
comprise at least one of thefollowing group of prop- 

10 erties; visited network name, visited network loca- 
tion, home network address, visited network ad- 
dress, service network address, community pro- 
files, and a user profile. 

15 24. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 
service profile comprises a user profile associated 
with said device. 

20 25. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said data commu- 
nication manager is further operable as a router. 

26. A cellular data communication interfacing appara- 
25 tus according to claim 25, wherein said data com- 
munication manager is further operable to perform 
location and identity based routing of said data com- 
munication. 

30 27. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said data commu- 
nication manager comprises a quality of service 
manager for managing quality of service. 

35 28. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said data commu- 
nication manager comprises a billing manager for 
managing billing. 

40 29. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said data commu- 
nication manager comprises a network protocol 
converter for converting a network protocol of said 
data communication between Wireless Transaction 

45 Protocol (WTP) and HyperText Transfer Protocol 
(HTTP). 

30. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said data commu- 
50 nication manager comprises a network protocol 
converter for converting a data request having an 
incompatible protocol into a predetermined network 
protocol. 

55 31. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said data commu- 
nication manager comprises a telephony protocol 
converter for converting a preliminary data request 
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having a CSD transport IP protocol to local area net- 
work (LAN) IP protocol. 

32. A cellular data communication interfacing appara- 
tus according to claim 8, wherein said data commu- 
nication manager comprises a rerouterfor rerouting 
a preliminary data request having a mobile teleph- 
ony protocol to a mobile telephony node operable 
to convert said preliminary data request into a data 
request having a predetermined network protocol 
and to return said data request to said interfacing 
apparatus. 

33. A cellular data communication interfacing appara- 
tus according to any preceding claim, further com- 
prising a mobile device configurer for configuring 
mobile telephony devices. 

34. A cellular data communication interfacing appara- 
tus according to claim 33, wherein said mobile de- 
vice configurer is operable to configure said device 
with an access code for directing data requests to 
said interfacing apparatus. 

35. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein a net- 
work server of a service network is located within a 
corporate network, a virtual private network, or the 
Internet. 

36. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein a for- 
mat of at least one of said data requests comprises 
one of a group comprising: WAP data, standard da- 
ta, and secure data. 

37. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein a for- 
mat of at least one of said data requests comprises 
IP data. 

38. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 
interfacing apparatus further comprises a visitor 
portal operable to direct said mobile device to a vis- 
itor portal page associated with said device. 

39. A cellular data communication interfacing appara- 
tus according to claim 38, said visitor portal com- 
prising: 

a page generatorfor generating said visitor por- 
tal pages; and 

an interface for directing said devices to said 
visitor portal pages. 

40. A cellular data communication interfacing appara- 
tus according to claim 38, wherein said visitor portal 



is operable to direct said mobile device to said vis- 
itor portal page upon initiation of a data session by 
said device. 

5 41. A cellular data communication interfacing appara- 
tus according to claim 38, wherein said visitor portal 
is operable to generate said associated visitor por- 
tal page in accordance with at least one of the fol- 
lowing: a service profile associated with said de- 

10 vice, a respective home network of said device, said 
network, and a user profile associated with said de- 
vice. 

42. A cellular data communication interfacing appara- 
15 tus according to claim 38, wherein said visitor portal 

page contains links to at least one of a group com- 
prising: bookmark requests, a mobile device home 
page, a home network page, a first mobile network 
page, a location based page, an Internet access 
20 page, a corporate access page, a search engine, 
and an e-mail service. 

43. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 

25 data services comprise at least one of the following 
group of services: commercial services, emergency 
services, email, native language customer assist- 
ance, global short code access, bookmark access, 
and short message service. 

30 

44. A cellular data communication interfacing appara- 
tus according to any preceding claim, wherein said 
selected service network comprises said first mo- 
bile network or a respective home mobile network 

35 of said mobile device. 

45. A mobile cellular communication device having a 
home cellular network and being able to roam other 
networks, said mobile device being associated with 

40 a service profile specifying service networks provid- 
ing data services to said device, wherein said mo- 
bile device is configured to direct roaming data com- 
munications whilst roaming a respective one of said 
other networks to a preselected data interface of 
45 said respective network, thereby to make connec- 
tions to user-selected data services, said interface 
being selected to analyze requests for data services 
from said mobile device, to use said request analy- 
ses together with said service profile to select a cor- 
50 responding service network, to introduce said mo- 
bile device to said identified service networks, to di- 
rect said data requests to network servers of said 
service networks, and to direct corresponding data 
responses from network servers of said service net- 
55 works to said mobile device. 

46. A network having home mobile devices and able to 
allow connections with non-home mobile devices, 
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the network having a data interface for supporting 
data communication involving said non-home de- 
vices, said non-home devices being associated 
with respective home networks and with respective 
service profiles specifying service networks provid- 
ing data services to said non-home devices, said 
data interface comprising: 

a data request analyzer, for analyzing requests 
for data services from said non-home mobile 
devices; 

a service network selector associated with said 
data request analyzer, for using said request 
analyses together with respective service pro- 
files to select a corresponding service network; 
and 

an interfacing engine associated with said serv- 
ice network selector, for introducing said non- 
home mobile devices to said identified service 
networks, for directing said data requests to 
network servers of said service networks, and 
for directing corresponding data responses 
from network servers of said service networks 
to said requesting non-home mobile devices. 

47. A network according to claim 46, said interface hav- 
ing a link to a supporting interface on at least one 
of said service networks. 

48. A system for supporting roaming data communica- 
tion, said system comprising a network having 
home users and non-home users and a data inter- 
face, said interface being operable to support data 
communication between one of said non-home us- 
ers having a roaming mobile device and a request- 
ed data service, said roaming mobile device being 
associated with a home network and with a service 
profile specifying service networks providing data 
services to said device, wherein said interface com- 
prises: 

a data request analyzer, for analyzing requests 
for data services from said mobile device; 
a service network selector associated with said 
data request analyzer, for using said request 
analyses together with said service profile to 
select a corresponding service network; and 
an interfacing engine associated with said serv- 
ice network selector, for introducing said mobile 
device to said identified service networks, for 
directing said data requests to network servers 
of said service networks, and for directing cor- 
responding data responses from network serv- 
ers of said service networks to said mobile de- 
vices. 

49. A visitor portal for supporting data communication 
from roaming mobile telephony devices, said mo- 



bile telephony devices being associated with re- 
spective home networks and with respective serv- 
ice profiles, and being able to roam non-home net- 
works, said visitor portal comprising: 

5 

a page generator for generating for said devic- 
es respective visitor portal pages according to 
said service profiles; and 
an interface for directing said devices to said 
10 respective visitor portal pages. 

50. A visitor portal accordingto claim 49, wherein anon- 
home network being roamed by a mobile telephony 
device is operable to connect said mobiletelephony 

15 device to said visitor portal. 

51 . A visitor portal according to claim 50, wherein said 
non-home network is operable to connect said mo- 
bile telephony device to said visitor portal upon ini- 

20 tiation of a data session by said mobile telephony 
device. 

52. A visitor portal according to claim 49, wherein said 
mobile devices are operable to perform CSD or 

25 GPRS communication. 

53. A visitor portal according to claim 49, wherein said 
page generator is operable to generate said respec- 
tive visitor portal page in accordance with wherein 

30 said visitor portal is operable to generate said as- 
sociated visitor portal page in accordance with at 
least one of the following: a service profile associ- 
ated with said device, a respective home network 
of said device, said network, and a user profile as- 
35 sociated with said device. 

54. A visitor portal according to claim 49, wherein said 
visitor portal page contains links to at least one of 
a group comprising: bookmark requests, a non- 

40 home user page, a mobile device home page, a 
home network page, a location based page, an In- 
ternet access page, a corporate access page, a 
search engine, and an e-mail service. 

45 55. A visitor portal according to claim 49, comprising at 
least one visitor page template, and wherein said 
page generator is operable to generate a visitor por- 
tal page by insertion of information associated with 
a mobile device into one of said templates. 

50 

56. A system for supporting roaming data communica- 
tion, said system comprising a network having 
home users and non-home users and a visitor portal 
for non-home users, said system being operable to 

55 connect a non-home user to said visitor portal. 

57. A networkfor supporting roaming of mobile commu- 
nication devices between a at least one mobile net- 
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work and at least one service network providing da- 
ta services, each of said mobile communication de- 
vices having a respective home network, said net- 
work comprising interfacing links to each of said 
mobile networks and a roaming support unit asso- 5 
ciated with said interfacing links for providing home 
data of roaming devices to a respective interfacing 
link. 



58. A network forsupporting roaming of mobile commu- 
nication devices according to claim 57, further com- 
prising a database for storing properties associated 
with said mobile devices. 

59. A method for supporting cellular data communica- 
tion between a mobile telephony device roaming 
within a first network arid having a home network, 
said mobile telephony device being associated with 
a service profile specifying service networks provid- 
ing data services to said device, and a requested 
data service, said method comprising: 



42 

vice; 

determining if said destination network address 
comprises a private network address; and 
if said destination network address comprises 
a private network address, 
performing network address translation to 
translate said destination network address from 
said service network address to said visited 
network address; and, forwarding said data re- 
10 sponse to said mobile device. 

62. A method for supporting cellular data communica- 
tion according to claim 59, further comprising con- 
necting said mobile device to a visitor portal page 

15 associated with said mobile device. 

63. A method for supporting cellular data communica- 
tion according to claim 62, further comprising gen- 
erating said associated visitor portal page, and 
wherein said associated visitor portal page is gen- 
erated in accordance with at least one of the follow- 
ing: a service profile associated with said device, a 
respective home network of said device, said net- 
work, and a user profile associated with said device. 



20 



receiving a data request for a data service from 
said mobile device; 
analyzing said data request to determine said 25 
data service and to identify said mobile device; 
identifying a service profile associated with said 
identified mobile device; 
using said request analysis together with said 
service profile to select a corresponding service 30 
network; 

introducing said mobile device to said service 
network; and 

forwarding said data request to said service 
network. 35 

60. A method for supporting cellular data communica- 
tion according to claim 59, further comprising: 

determining a service network address as- 40 
signed to said mobile device by said service 
network; 

determining if said service network address 
comprises a private network address; and 
if said service network address comprises a pri- 45 
vate network address, 

performing network address translation to 
translate an originating network address of said 
data request from a visited network address as- 
signed to said mobile device by said first net- 50 
work to said service network address. 

61. A method for supporting cellular data communica- 
tion according to claim 59, further comprising: 

55 

receiving a data response from a data service, 
said data response having a destination net- 
work address associated with said mobile de- 
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